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o _Cyber Loss Limited Exclusion clause (amended LMA 5410 - 6 March 2020)

1- Notwithstanding any provision to the contrary within this reinsurance agreement or any
endorsement thereto, this reinsurance agreement excludes all loss, damage, liability,
cost, or expense of whatsoever nature directly or indirectly caused by, contributed to by,
resulting from, arising out of or in connection with:

1.1 any loss of, alteration of, or damage to or a reduction in the functionality, availability
or operation of a Computer System, unless subject to the provisions of paragraph
2

1.2 any loss of use, reduction in functionality, repair, replacement, restoration, or
reproduction of any Data, including any amount pertaining to the value of such
Data.

2- Subject to the other terms, conditions and exclusions contained in this reinsurance
agreement, this reinsurance agreement will cover physical damage to property insured
under the original policies and any Time Element Loss directly resulting therefrom

It is understood and agreed that any Computer System shall not be regarded as having sustained
physical damage solely by virtue of the existence of any defect, corruption, reduction in
functionality or failure to access, process, use or operate such Computer System.

Definitions

3 - Computer System means any computer, hardware, software, communications system,
electronic device (including, but not limited to, smart phone, laptop, tablet, wearable
device), server, cloud or microcontroller including any similar system or any configuration
of the afore- mentioned and including any associated input, output, data storage device,
networking equipment or back up facility.

4- Data means information, facts, concepts, code, or any other information of any kind that is
recorded or transmitted in a form to be used, accessed, processed, transmitted, or stored
by a Computer System.

5- Time Element Loss means business interruption, contingent business interruption or any
other consequential losses.
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Property Cyber and Data Exclusion : LMA 5401

PROPERTY CYBER AND DATA EXCLUSIONT

1. Notwithstanding any provision to the contrary within this Policy or any endorsement thereto
this Policy excludes any:

1.1 Cyber Loss;

1.2 loss, damage, liability, claim, cost, expense of whatsoever nature directly or indirectly caused
by, contributed to by, resulting from, arising out of or in connection with any loss of use,
reduction in functionality, repair, replacement, restoration or reproduction of any Data,
including any amount pertaining to the value of such Data; regardless of any other cause or
event contributing concurrently or in any other sequence thereto.

2. Inthe event any portion of this endorsement is found to be invalid or unenforceable, the
remainder shall remain in full force and effect.

3. This endorsement supersedes and, if in conflict with any other wording in the Policy or any
endorsement thereto having a bearing on Cyber Loss or Data, replaces that wording.

Definitions

4. Cyber Loss means any loss, damage, liability, claim, cost or expense of whatsoever nature
directly or indirectly caused by, contributed to by, resulting from, arising out of or in connection
with any Cyber Act or Cyber Incident including, but not limited to, any action taken in
controlling, preventing, suppressing or remediating any Cyber Act or Cyber Incident.

5. Cyber Act means an unauthorised, malicious or criminal act or series of related unauthorised,
malicious or criminal acts, regardless of time and place, or the threat or hoax thereof involving
access to, processing of, use of or operation of any Computer System.

6. Cyber Incident means:

6.1 any error or omission or series of related errors or omissions involving access to, processing of,
use of or operation of any Computer System; or

6.2 any partial or total unavailability or failure or series of related partial or total unavailability or
failures to access, process, use or operate any Computer System.

7. Computer System means:

7.1 any computer, hardware, software, communications system, electronic device (including, but
not limited to, smart phone, laptop, tablet, wearable device), server, cloud or microcontroller
including any similar system or any configuration of the aforementioned and including any

Ayalon Insurance Company Abba Hillel Silver 12, Ramat Gan 5250606, P.O. 10957
Customer service: 6677 | WhatsApp service: 052-6494775 | www.ayalon-ins.co.il
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associated input, output, data storage device, networking equipment or back up facility,
owned or operated by the Insured or any other party.

8. Data means information, facts, concepts, code or any other information of any kind that is
recorded or transmitted in a form to be used, accessed, processed, transmitted or stored by a

Computer System.

LMA5401 11 November 2019
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LMA 3100 SANCTION LIMITATION AND EXCLUSION CLAUSE INCL.
SWITZERLAND

NO (RE) INSURER SHALL BE DEEMED TO PROVIDE COVER AND NO (RE) INSURER SHALL BE LIABLE TO
PAY ANY CLAIM OR PROVIDE ANY BENEFIT HEREUNDER TO THE EXTENT THAT THE PROVISION OF SUCH
COVER, PAYMENT OR SUCH CLAIM OR PROVISION OF SUCH BENEFIT WOULD EXPOSE THAT (RE)
INSURER TO ANY SANCTION, PROHIBITION OR RESTRICTION UNDER UNITED NATIONS RESOLUTIONS
OR THE TRADE OR ECONOMIC SANCTIONS, LAWS OR REGULATIONS OF THE EUROPEAN UNION, UNITED
KINGDOM, UNITED STATES OF AMERICA, OR SWITZERLAND.

LMA3100 (AMENDED)

Ayalon Insurance Company Abba Hillel Silver 12, Ramat Gan 5250606, P.O. 10957
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WAR EXCLUSION CLAUSE

This (re)insurance does not apply to any liability, loss, damage, cost or expense of
whatsoever nature based upon, arising out of or allegedly arising out of, caused by or
contributed to, by or resulting from, or related to (whether directly or indirectly):

(i) the Ukraine — Russia conflict which commenced on February 24, 2022
and/or

(ii) any operations, risks, activities, events or other matters of any Insured
within the territory of, and/or in relation to (including but not limited to

imports and exports of products or the provision of services), Ukraine,
Russia or Belarus,

All other terms, definitions, conditions and exclusions of this Policy remain unchanged

Ayalon Insurance Company Abba Hillel Silver 12, Ramat Gan 5250606, P.O. 10957
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Forms a part of Policy No: MINYIN TR, 2NN WR 1 12y

This endorsement modifies insurance provided by the Policy:

COMMUNICABLE DISEASE ENDORSEMENT

(For use on property policies)

1. This policy, subject to all applicable terms, conditions and exclusions, covers losses attributable
to direct physical loss or physical damage occurring during the period of insurance. Consequently
and notwithstanding any other provision of this policy to the contrary, this policy does not insure
any loss, damage, claim, cost, expense or other sum, directly or indirectly arising out of,
attributable to, or occurring concurrently or in any sequence with a Communicable Disease or the
fear or threat (whether actual or perceived) of a Communicable Disease.

2. For the purposes of this endorsement, loss, damage, claim, cost, expense or other sum,
includes, but is not limited to, any cost to clean-up, detoxify, remove, monitor or test: 2.1. for a
Communicable Disease, or

2.2. any property insured hereunder that is affected by such Communicable Disease.

3. As used herein, a Communicable Disease means any disease which can be transmitted by means
of any substance or agent from any organism to another organism where: 3.1. the substance or
agent includes, but is not limited to, a virus, bacterium, parasite or other organism or any variation
thereof, whether deemed living or not, and

3.2. the method of transmission, whether direct or indirect, includes but is not limited to, airborne
transmission, bodily fluid transmission, transmission from or to any surface or object, solid, liquid or
gas or between organisms, and

3.3. the disease, substance or agent can cause or threaten damage to human health or human
welfare or can cause or threaten damage to, deterioration of, loss of value of, marketability of or
loss of use of property insured hereunder.

4. This endorsement applies to all coverage extensions, additional coverages, exceptions to any
exclusion and other coverage grant(s).

All other terms, conditions and exclusions of the policy remain the same.

LMA5393

25 March 2020
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COMMUNICABLE DISEASE EXCLUSION (PROPERTY TREATY REINSURANCE) LMA5394

1. Notwithstanding any provision to the contrary within this reinsurance agreement, this
reinsurance agreement excludes any loss, damage, liability, claim, cost or expense of whatsoever nature,
directly or indirectly caused by, contributed to by, resulting from, arising out of, or in connection with a
Communicable Disease or the fear or threat (whether actual or perceived) of a Communicable Disease
regardless of any other cause or event contributing concurrently or in any other sequence thereto.

2. As used herein, a Communicable Disease means any disease which can be transmitted by means
of any substance or agent from any organism to another organism where:

1. the substance or agent includes, but is not limited to, a virus, bacterium, parasite or other
organism or any variation thereof, whether deemed living or not, and

2. the method of transmission, whether direct or indirect, includes but is not limited to, airborne
transmission, bodily fluid transmission, transmission from or to any surface or object, solid, liquid or gas
or between organisms, and

3. the disease, substance or agent can cause or threaten damage to human health or human
welfare or can cause or threaten damage to, deterioration of, loss of value of, marketability Of or loss of
use of property.
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PROPERTY CYBER AND DATA EXCLUSION

Notwithstanding any provision to the contrary within this Policy or any endorsement thereto
this Policy excludes any:

1.1 Cyber Loss;

1.2 loss, damage, liability, claim, cost, expense of whatsoever nature directly or indirectly
caused by, contributed to by, resulting from, arising out of or in connection with any
loss of use, reduction in functionality, repair, replacement, restoration or reproduction
of any Data, including any amount pertaining to the value of such Data;

regardless of any other cause or event contributing concurrently or in any other sequence
thereto.

In the event any portion of this endorsement is found to be invalid or unenforceable, the
remainder shall remain in full force and effect.

This endorsement supersedes and, if in conflict with any other wording in the Policy or any
endorsement thereto having a bearing on Cyber Loss or Data, replaces that wording.

Definitions

Cyber Loss means any loss, damage, liability, claim, cost or expense of whatsoever nature
directly or indirectly caused by, contributed to by, resulting from, arising out of or in
connection with any Cyber Act or Cyber Incident including, but not limited to, any action
taken in controlling, preventing, suppressing or remediating any Cyber Act or Cyber Incident.

Cyber Act means an unauthorised, malicious or criminal act or series of related unauthorised,
malicious or criminal acts, regardless of time and place, or the threat or hoax thereof
involving access to, processing of, use of or operation of any Computer System.

Cyber Incident means:

6.1 any error or omission or series of related errors or omissions involving access to,
processing of, use of or operation of any Computer System; or

6.2 any partial or total unavailability or failure or series of related partial or total
unavailability or failures to access, process, use or operate any Computer System.

Computer System means:

7.1 any computer, hardware, software, communications system, electronic device
(including, but not limited to, smart phone, laptop, tablet, wearable device), server,
cloud or microcontroller including any similar system or any configuration of the
aforementioned and including any associated input, output, data storage device,
networking equipment or back up facility,

owned or operated by the Insured or any other party.

Data means information, facts, concepts, code or any other information of any kind that is
recorded or transmitted in a form to be used, accessed, processed, transmitted or stored by
a Computer System.

LMA5401
11 November 2019
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Territory Exclusion (Russia, Ukraine, Belarus Swiss Re specified territory Exclusion Clause
316980

Notwithstanding anything to the contrary herein, all Specified Territory Exposure, whether
direct or indirect, is excluded. The term Specified Territory Exposure includes but is not
limited to any activity, transaction, legal proceedings, operation, entity, subsidiary,
headquarters, branch, products, good, property, asset, services in a Specified Territory or, as
applicable, delivered to, located in, originating in, transitioning from, to or through a
Specified Territory, as well as any person ordinarily resident in a Specified Territory, the
government of a Specified Territory as well as any entity owned or controlled by an entity in
a Specified Territory including, without limitation, affiliates outside of a Specified Territory.
Specified Territory means The Republic of Belarus, Ukraine, and/or The Russian Federation
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CYBER EXCLUSION CLAUSE - (CASUALTY TREATY)

1 Notwithstanding any provision to the contrary within this Reinsurance Agreement or any
endorsement thereto this Reinsurance Agreement excludes any CYBER LOSS regardless of any
other cause or event contributing concurrently or in any other sequence thereto.

2 Any loss, damage, liability, claim, cost, expense of whatsoever nature directly or indirectly
caused by, contributed to by, resulting from, arising out of or in connection with any loss of
use, reduction in functionality, repair, replacement, restoration or reproduction of any DATA,
including any amount pertaining to the value of such DATA shall not be recoverable hereunder,
nor be considered as physical loss or damage for the purposes of this exclusion or any other
part of this Reinsurance Agreement.

3 If the Reinsurers allege that by reason of this exclusion any CYBER LOSS sustained by the
Reinsured is not covered by this Reinsurance Agreement, the burden of proving the contrary
shall fall to the Reinsured.

Definitions

4 CYBER LOSS means any loss, damage, liability, claim, cost or expense of whatsoever nature
directly or indirectly caused by, contributed to by, resulting from, arising out of or in
connection with any CYBER ACT or CYBER INCIDENT including, but not limited to, any action
taken in controlling, preventing, suppressing or remediating any CYBER ACT or CYBER
INCIDENT.

5 CYBER ACT means an unauthorised, malicious or criminal act or series of related unauthorised,
malicious or criminal acts, regardless of time and place, or the threat or hoax thereof involving
access to, processing of, use of or operation of any COMPUTER SYSTEM.

6 CYBER INCIDENT means:

a. any error or omission or series of related errors or omissions involving access to,
processing of, use of or operation of any COMPUTER SYSTEM; or
b. any partial or total unavailability or failure or series of related partial or total

unavailability or failures to access, process, use or operate any COMPUTER SYSTEM.

7 COMPUTER SYSTEM means any computer, hardware, software, communications system,
electronic device (including, but not limited to, smart phone, laptop, tablet, wearable device),
server, cloud or microcontroller including any similar system or any configuration of the
aforementioned and including any associated input, output, DATA storage device, networking
equipment or back up facility.

8 DATA means information, facts, concepts, code or any other information of any kind that is
recorded or transmitted in a form to be used, accessed, processed, transmitted or stored by a
COMPUTER SYSTEM.

LMA5458

5 November 2020
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PERFLUORINATED COMPOUNDS, PERFLUOROALKYL AND
POLYFLUOROALKYLSUBSTANCES (PFAS) EXCLUSION

1.

Notwithstanding any provision to the contrary within this reinsurance agreement, this reinsurance
agreement excludes any claim for actual or alleged loss, liability, damage, compensation, injury,
sickness, disease, death, medical payment, defence cost, cost, expense or any other amount,
directly or indirectly and regardless of any other cause contributing concurrently or in any
sequence, originating from, caused by, arising out of, contributed to by, resulting from, or
otherwise in connection with any PFAS.

For the purposes of this Exclusion, loss, liability, damage, compensation, injury, sickness, disease,
death, medical payment, defence cost, cost, expense, claim or suit of any sort, or any other
amount, includes, but is not limited to, any cost to clean-up, detoxify, remove, monitor, contain, test
for or in any way report, respond to or assess the effect of any PFAS.

If the reinsurer alleges that this Exclusion applies to any claim under this reinsurance agreement,
the burden of proving the contrary shall be upon the reinsured.

PFAS means any member of the class of fluorinated organic chemicals containing at least one
fully fluorinated carbon atom, including but not limited to: a. its presence or use in any alloys, by-
products, precursors, derivatives, additives, daughter chemicals, compounds, or waste that
includes or is derived from such chemicals or substances; orb. any good, product or material that:
i) has the same or substantially the same chemical formulary as PFAS; or

ii) has a similar formulation, or structure as PFAS.
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